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Summary

● OpenID is an internet user authentication standard developed in 2005, allowing the use of a 
single digital ID across multiple websites.

Key Features

● Single Sign-On (SSO): Users can log in to multiple sites with one ID.
● Simplified Login Process: Reduces the need to remember multiple passwords.

OpenID



Summary

● WebAuthn is a standard for passwordless authentication developed by the FIDO Alliance and 
W3C.

Key Features

● Passwordless Login: Uses asymmetric keys stored on user devices for authentication.
● Security: Private keys are securely stored on user devices.
● Hardware Security Authenticators: Utilizes built-in secure device biomatrics or external devices.

WebAuthn



Summary

● zkLogin allows users to access blockchain without managing private keys, leveraging OpenID 
for initial user authentication.

Key Benefits

● Ease of Use: No need for passwords or mnemonics.
● Speed: Fast authentication process.
● Freedom from Mnemonic: Users do not need to remember or record mnemonics.

zkLogin



Common Goals:

● Simplify user authentication and enhance security.

Complementary Relationship

● OpenID: Provides single sign-on (SSO) for multiple sites using one ID.
● WebAuthn: Offers passwordless, secure authentication.
● Integration Potential:

○ WebAuthn adds security to OpenID.
○ zkLogin can also benefit from WebAuthn for secure key management, creating a robust and user-friendly 

process.

Relationship between WebAuthn and OpenID



zkLogin Integration Guide

https://docs.sui.io/guides/developer/cryptography/zklogin-integration#caching-the-ephemeral-private-key-and-zk-proof

https://docs.sui.io/guides/developer/cryptography/zklogin-integration#caching-the-ephemeral-private-key-and-zk-proof


zkLogin Integration Guide



Sui Signature Scheme



zkLogin Flow



WebAuthn



Problems with Existing Methods

● Security risks associated with key caching.
● Session storage is not secure and provides 

an uncomfortable experience.

Solution

● The most reliable method is to manage 
ephemeral keys within hardware security 
zones.

Problem & Solution



Proof of Concept

● Cryptographic agility is core to Sui.
● The primary cryptography used in 

WebAuthn is secp256r1, which Sui also 
supports.

● Defining new signature scheme to use 
WebAuthn is beneficial, but integrating 
WebAuthn with zkLogin will significantly 
enhance the user experience and have a 
substantial impact.

Integration



Flow



Enhanced Security

● Prevent unauthorized access: Secure key management through hardware security zone.
● Ensure confidentiality of ephemeral keys: Keys are securely stored and managed.

Improved User Experience

● Increased convenience: Easier access for users without the need for additional UX to security.
● Longer Usage: By extending maxEpoch, WebAuthn can be used for a longer period.
● Superior Experience on Mobile: Provides the best user experience, especially on mobile 

devices.

Expected Benefits



Importance of Integration

● Emphasize how integrating zkLogin with WebAuthn enhances user experience and security.

Summary of Expected Benefits

● Improvement in both security and convenience.
● Contribution to the mainstream adoption of blockchain technology.

Conclusion



https://docs.zktx.io

https://zklogin.zktx.io/ (Poc)

https://github.com/zktx-io/zklogin-webauthn-poc

https://github.com/sui-foundation/sips/pull/30
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